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Executive Summary  

The Government is according high priority to the development of the Information and Communication Technologies (ICT) sector to transform Mauritius into a Cyber Island. The ICT sector is evolving not only as the fifth pillar of the economy but is also revamping the other traditional sectors. Incorporating ICT in Government will enhance the quality and efficiency of public administration. 

This ICT manual, an initiative of the e-Government Task Force, is a comprehensive guide on ICT matters in Government. The document also serves as a roadmap for Ministries and Departments that plan to embark on computerisation projects and helps users understand their roles and responsibilities throughout the different phases of project implementation.

The document is of non-technical nature and can be consulted by any public officer just as is the case with Personnel and Financial Management Manuals. 

This manual introduces the ICT framework and describes how the e-Government programme fits in this overall framework. It also gives an overview of the roles and responsibilities of the different organisations involved in ICT matters, the major ones being the Ministry of IT and Telecommunications, the user Ministries/Departments, the Central Informatics Bureau and the Central Information Systems Division.
ICT Project Management being an important activity for the successful implementation of ICT projects, a section has been entirely devoted to discuss the various stages of the project life-cycle and the related activities and responsibilities.

The ICT-related initiatives common to all Government organisations (e.g. the Government Online Centre and the Government Intranet System projects) have been presented. Furthermore, the budget provisions for ICT-related expenditure (both capital and recurrent) are described. 

The document highlights the various ICT-related support activities (e.g. Database Administrator and Webmaster) that are available in the context of e-Government and for ICT project implementation.
Given that procurement is a major element of ICT projects, a section relating to the specificities of ICT-related procurement activities has been included. A brief description of the current ICT policies and standards is also given followed by an overview of the various pieces of legislation that have been enacted to consolidate the legal framework for effective deployment of ICT.

Information and Communication Technologies are constantly evolving and changes in the ICT field may lead to changes in strategies, guidelines and standards adopted by Government. The ICT manual will therefore be reviewed and updated as and when required.

  1 Background
In view of transforming the country into a Cyber Island, Government has set up an ICT Ministerial Committee chaired by the Prime Minister. The Committee has adopted a three-pronged approach focusing, in parallel, on:
• the setting up of the Ebene Cyber City and other Business Parks;
• the introduction of a comprehensive e-education and training project; and
• the implementation of an e-Government programme. 



1.1 ICT Framework  

The overall ICT Framework for Government is indicated hereunder:
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1.2 Cyber City & Business Parks Task Force 

The Task Force on ‘Cybercity and Business Parks’ is placed under the chairmanship of the Deputy Prime Minister and Minister of Finance & Economic Development. With respect to this project, Government is looking into the development of a new generation of cybercities in Mauritius, which will be a venue of choice and a focal point for high technology companies.


1.3 e-Education & Training Task Force 

The Task Force on 'e-Education and Training' is chaired by the Minister of Education & Scientific Research. The aim of the Task Force is to develop and implement strategies for education and training in order to facilitate the transition of the country to a knowledge-based society.
 
1.4 e-Government Task Force 

The Task Force on 'e-Government' has been placed under the chairmanship of the Minister of Information Technology and Telecommunications. Members of the Task Force include other Ministers and high ranking officials. The aim of e-Government is to create a networked administration where services will be delivered to the public and business community electronically round-the-clock. The Task Force monitors the implementation of the e-Government Programme and takes stock of the progress made. 

 1.4.1 e-Government Concept

e-Government refers to the use of information and communication technologies to improve the efficiency, effectiveness, transparency and accountability of government. 

e-Government harnesses information and communication technologies such as Wide Area Networks (WAN), Internet, World Wide Web, and mobile computing to achieve the following objectives: 

· Bring government closer to the people through personal computers, public access points, cybercafés, telephones and others;
· Provide flexibility of use – users will decide when, where from and how to interact with government e.g. from home, at work or on the move;
· Provide improved service round the clock to citizens and businesses – 24 hours a day, 7 days a week;
· Modernise the public service - Create a “joined-up government” through which public sector institutions will communicate and work more effectively and efficiently;
· Create a digital community – A digital community can foster personal involvement in government by providing people with easier access to information and other resources. 


2. Organisations & Roles 

This chapter outlines the roles of the stakeholders involved in the formulation of ICT-related policies, implementation of ICT projects and operation of government systems. 

2.1 Players in Government ICT projects
Major players in ICT projects within the Civil service are:
· Ministry of Information Technology & Telecommunications (MITT);
· Central Informatics Bureau (CIB) and the Central Information Systems Division (CISD);
· National Computer Board (NCB);
· User Ministries and Departments;
· Central Tender Board (CTB); and
· Suppliers of hardware and software. 

2.1.1 Ministry of Information Technology and Telecommunications (MITT) 

The Ministry of Information Technology and Telecommunications (MITT) is responsible for the formulation and implementation of Government policies in the ICT sector. The main government bodies operating under the aegis of MITT are the Central Informatics Bureau, the Central Information Systems Division, the National Computer Board, and the Information & Communication Technologies Authority (ICTA). More information is available on the MITT website http://telecomit.gov.mu 

All ICT-related projects in the Civil Service are normally managed by the CIB and approved by MITT prior to implementation. Major ICT projects are funded under the ‘e-Government Projects’ item of the MITT. 

2.1.2 Central Informatics Bureau (CIB)
The Central Informatics Bureau (CIB) operates under the aegis of the Ministry of Information Technology and Telecommunications. Its main function is to plan and coordinate ICT projects within the Civil Service. It has a pool of 22 Project Managers and offers consultancy to Ministries and Departments for ICT projects initiation and implementation. To date, around 50 major multi-user departmental systems are operational in the Civil Service. Some 30 major ICT projects are presently under implementation.
More information is available on the CIB website http://telecomit.gov.mu/cib.htm 

2.1.3 Central Information Systems Division (CISD)
The Central Information Systems Division (CISD), formerly known as the Data Processing Division, is mainly concerned with the operational aspects of ICT projects. The services provided are: 

· Technical support for operational systems through the secondment of Database Administrators and Computer Support Officers to Ministries/Departments;
· Data capture for certain Ministries and departments by Data Entry Operators;
· First level technical support on personal computers, printers and office automation software by its Technical Support unit; and
· Technical support by webmasters for creating and maintaining the websites of Ministries and Departments.
· The CISD is also responsible for payroll processing for the entire Civil Service.
· More information is available on the CISD website http://telecomit.gov.mu/cisd.htm 

2.1.4 Ministries/Departments

Ministries/Departments implementing ICT projects should take full ownership thereof. It has been the practice for Ministries/Departments to designate an officer as Project Coordinator to ensure the smooth implementation of project(s). In view of various problems encountered in the project implementation, mainly due to lack of commitment and to frequent transfers of Project Coordinators, Ministries/Departments have been requested to designate dedicated officers to drive the computerisation process. These officers are now known as Chief Information Officers (CIOs). They should preferably come from a departmental grade and be well versed with the operations and activities of the institution concerned.

The main responsibilities of the CIO are as follows: -
Lead and coordinate ICT projects at his/her Ministry or Department;
· Participate in the elaboration of the organisation’s e-business plan and its subsequent implementation;
· Liaise with stakeholders involved in the implementation of ICT projects;
· Manage ICT contracts;
· Enforce corporate Information Systems policies and standards;
· Collect and filter information for the update of websites; and
· Chair ICT-related committees like the Project Steering Committee (refer to Section 3.3.1) and the Web Development Committee (refer to Section 3.3.2).
2.1.5 Central Tender Board (CTB)

User Ministries/Departments have to seek the approval of the Central Tender Board (CTB) for ICT projects costing Rs.1 million or more, in accordance with the provisions of the CTB Act. The technical specifications are normally prepared by the CIB in collaboration with the user Ministry/Department. These technical specifications are referred to the CTB by the user Ministry/Department for the launching of tenders. The evaluation report has to be subsequently submitted to CTB by the user Ministry/Department for approval before award of the contract.
More information is available on the CTB website http://ctb.gov.mu. 

2.1.6 Software/Hardware vendors
Software and hardware vendors are important stakeholders in ICT projects. They are responsible for supply, installation and maintenance of computer systems in Ministries and Departments. 

2.1.7 Ministry of Civil Service Affairs & Administrative Reforms (MCSA) 

The Ministry of Civil Service Affairs & Administrative Reforms (MCSA) is responsible for the organisation of all ICT-related training programmes for public officers. These programmes are usually dispensed by ICT training institutions (please refer to Section 8.5 for more details).
 

2.1.8 Energy Services Division (ESD)
The Energy Services Division of the Ministry of Public Utilities is responsible for advising Government on electrical matters. The setting up of a computer system usually entails new electrical works and procurement of electrical components such as UPS. Ministries and Departments along with Project Managers of the CIB often have to work closely with staff of ESD in the context of the implementation of ICT projects. 

2.1.9 National Computer Board (NCB)
The main role of the National Computer Board is to advise the Government on the formulation of national policies in respect of the promotion and development of ICT and its applications. It also assists Government in the elaboration of ICT-related legislation. NCB is also responsible for the Government email Service (GES), the implementation of the Government Online Centre project and the hosting of Government websites. More information is available on the NCB website http://ncb.intnet.mu.

2.1.10 Management Audit Bureau (MAB)
The MAB has been working with Government bodies to carry out Organisation and Method (O&M) studies to review organisational structures and processes and streamline procedures prior to computerisation. Such exercises have been carried out at the Police Department, National Transport Authority and the Ministry of Social Security, National Solidarity, Senior Citizen Welfare & Reform Institutions (Contributions Branch).

2.2 Information and Communication Technologies Authority (ICTA)
The ICTA provides for economic and technical monitoring of the information and telecommunications industry in accordance with recognised international standard practices, including the promotion of fair competition and efficient market conduct within that industry, and ensuring appropriate control, inspection and regulation of the industry. It also grants operator licenses, allocates radio frequencies and ensures safety and quality of telecommunications services.
The ICTA is also responsible to democratise access to the Internet and the new technology to facilitate the community to, inter alia, interact with government electronically.
More information is available on the ICTA website http://www.icta.mu.

3 ICT Project Management
This chapter describes the activities involved and highlights the responsibilities of the different stakeholders during the various stages of project implementation.
3.1 Project Life Cycle 
An ICT project has a Project Life Cycle (PLC) characterised by a series of phases and activities as shown in Figure 2.
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 3.1.1 Project Initiation
Every project is initiated by the preparation of a project brief (including a project plan). This work is usually carried out by the user Ministry/Department in collaboration with a Project Manager from the CIB.
Approval for the project (including funding) is sought by the CIB from the Ministry of IT and Telecommunications.
Once approval is obtained for the project, the users may proceed to the next phase (Project Planning).
 

 3.1.2 Project Planning
(i) Information Planning (IP)/e-Business Planning
This exercise is either carried out by CIB/user or contracted out to a consultancy firm, depending on the scale of the project and the expertise required.
Planning activities include the following: 

· Project scoping
· Fact finding exercise
· Preparation of Information Plan/e-business plan
When a Ministry/Department embarks on ICT projects, an Information Plan/e-business plan is usually prepared either by the CIB or an external consultant in collaboration with the user Ministry/Department. 

An Information Plan (IP) lays down the information needs of the organisation and describes how ICT can be used as a supporting tool to meet the information requirements of the organisation. It highlights the changes in processes/structure of the organisation and identifies ICT projects that can be implemented on a priority basis to meet the organisation’s objectives. An IP defines an IT strategy that is closely linked to the business strategy. 

An e-business plan is similar to an IP but focuses, in addition, on the electronic delivery of services. The document has a customer centric approach to ensure that the services delivered electronically are responsive to user needs and are easy-to-use, flexible and efficient.
In the context of the e-Government programme, the Ministry of IT and Telecommunications has requested all Ministries and Departments to develop their respective e-business plan, as per the format approved by the Task Force on e-Government. 

(ii) Scoping & Phasing of Projects 

On the basis of the IP/e-business plan, the user will, in consultation with CIB, determine the priority of systems/projects to be implemented. 

3.1.3 Project Implementation 

Activities carried out during the Project Implementation phase are monitored by the user in collaboration with a Project Manager from CIB. Several parties such as the software/hardware vendors, CISD, ESD and CTB will be involved during this phase. 

(i) System Procurement 

Systems may be procured either on a turnkey basis (which includes both the application software and the hardware required to run the proposed software) or through the separate acquisition of hardware and application software (package or tailor-made software).
For each system/project, the following activities will have to be carried out:
· Preparation of tender specifications (hardware/software) by CIB in collaboration with the user;
· Approval of tender specifications by user;
· Floating of tender documents by user/CTB;
· Evaluation of proposals by user/CIB/ESD;
· Approval of evaluation report by CTB;
· Award of contract by user;
· Signature of agreement;
· Signature of software development agreement (SDA) (in case of tailor-made software);
· Delivery of equipment and installation; and
· System Commissioning by CISD/ESD/user and vendor.
(ii) Software Development Activities
· In the case of software development linked to tailor-made software, the following activities have to be carried out:
       - Preparation/amendment of Functional Specifications (FS) by software vendor ;
       - Approval of Functional Specifications by user;
       - Software development/testing by software vendor in collaboration with users;
       - Software installation by software vendor;
       - User training on application by software vendor; and
       - Acceptance testing by user. 

(iii) Other Project Related Activities
· Payment Processing: Payment will be effected to the supplier according to the terms of the contract (software or hardware). Following receipt of a claim from the supplier, the user will make an appropriate request for payment (with all relevant documents e.g. claim from supplier, letter certifying successful commissioning, letter of award, copy of bank guarantee & performance bond, if applicable) to the CIB. The CIB will then process the claim and seek approval for payment from the Ministry of IT and Telecommunications. A departmental warrant will be issued to the user Ministry which will then effect payment to the supplier.
· Site Preparation: Various tasks need to be carried out regarding site preparation, for example electrical works (ESD may be involved), provision of telecommunications facilities, air-conditioning, review of office lay-out and infrastructure including the setting up of computer room. The supplier will communicate any specific site requirement to the Ministry/Department concerned for appropriate action.
· Data Preparation/capture/migration: During system implementation, data may have to be collected and prepared to facilitate input into the system. This sometimes involves transcription from files to predefined forms prior to capture into the computer system. Data capture is often a lengthy process. In some cases, the services of Data Entry operators of the CISD may be made available.

In case of an existing computer system, the data from the existing computer system will have to be migrated to the new system. Data migration is a delicate issue that demands careful planning and preparation. The involvement of the software developer and CISD is crucial during data migration to ensure consistency between data of the old system and the new system.
· Training: Training is an important component during project implementation. Two types of user training should be considered, namely computer awareness training and application-specific training. Computer awareness training is usually dispensed through a scheme operating under the MCSA (refer to Section 8.5.1 for more details). Application-specific training is undertaken by the software vendor (refer to Section 3.1.3(ii)).
· Parallel-run: Prior to change-over from the existing system to the new one, both systems may have to run in parallel for a given period to ensure a smooth transition and to ascertain that the new system is working correctly. Any problem identified during this period will have to be attended to before complete migration to the new system.
· Information security & system control: With a view to implementing and monitoring information security, the user Ministry/Department will have to develop/review an appropriate Information Security Management System (ISMS) with the assistance of the IT Security Unit of the MITT (refer to Section 9.3 for more details). Moreover, the user Ministry/Department has a major role to play during system development/implementation to ensure that appropriate controls are established within the system (including the computer system and the new operational set-up) – refer to Section 9.3.1 for more details. 


3.1.4 Project Closure 

Project closure marks the end of a project and is documented in a Project Closure Report. The main objective of closing a project is to ascertain the extent to which all expected products have been handed over and obtain formal acceptance of the deliverables. Project closure also aims at confirming that maintenance and operation arrangements are in place, recommendations for follow-up actions made and lessons resulting from the project noted. Closure of a project is confirmed by the Project Steering Committee responsible for monitoring the project (refer to Section 3.3.1).
Note: The Project Steering Committee may also elect to close the project prematurely even if the project is not fully complete. This may happen when the environment has changed to such an extent that the project objectives set initially are no longer in line with the new business environment. Premature closure may also take place if the project implementation keeps dragging on and the Steering Committee feels that the benefits to be obtained in completing the project are not worth the effort and investment. 

Normal Project Closure is characterised by the following main activities: 

(i) User Acceptance of system: the user will have to ascertain that the computer system delivered is in accordance with the tender proposal (for hardware or combined hardware and software) or with the Functional Specifications (in the case of software). User acceptance should be a formal process involving both the user and the supplier. Records should be kept as regards the date of user acceptance as this date will determine the date of start of warranty (if applicable). User acceptance is an important stage as it will trigger the final payments to the supplier. 

(ii) Preparation of Project Closure Report: The Project Closure report is usually prepared by the Project Manager of the CIB, in collaboration with the user, following user acceptance of the system. The report is then circulated among members of the Steering Committee in order to highlight the user responsibilities, take cognizance of any follow-up actions needed and the lessons learnt.

3.1.5 Post-Implementation Evaluation 

Following project closure and subsequent follow-up actions, a post-implementation evaluation exercise will be performed. Such an exercise will normally be carried out 6-12 months after a project is closed. The purpose of the exercise is to confirm the extent to which the objectives or aims set out in the Information Plan/e-Business Plan/Project Initiation document have been met. 

3.2 Normal System Operation
The assistance of the CISD may be sought for the smooth operation and administration of the computer system.
Moreover, once the computer system becomes fully operational, it is up to the user Ministry/Department to ensure that the system is appropriately maintained.
Following the warranty period, the user may enter into a maintenance agreement with the respective supplier(s) to ensure timely intervention in case of problems. Hardware maintenance usually covers labour and parts. Software maintenance caters for minor changes to the system, while major customisation work is chargeable.
 3.3 User Responsibilities
The users have a major role to play with respect to ICT projects and website publishing. Project monitoring and coordination of project activities are done through a number of committees as shown in Table 1.  

3.3.1 Computerisation projects
Throughout the Project Life-Cycle, users will have several responsibilities in terms of managing the project, reviewing and accepting deliverables, identifying resources, assigning responsibilities and ensuring that the project is going according to defined schedule as per Project Plan. Formal follow-up of projects is done through Steering Committees and Technical Committees as described in Table 1.
 3.3.2 Web development
Ministries & Departments are responsible for providing and updating the contents of their respective websites. In view of maintaining their website, Ministries/Departments have to set up a Web Development Committee. Change to website contents are communicated to the webmaster through a Web Update Request Form (see sample at Annex 3.3.2). 

	  

Committee
Project Steering Committee
Technical Committee(s)
 

Web Development Committee
 

Highest authority for Project management
Reports to the Project Steering Committee on progress of task(s) assigned to it.
Several Technical Committees may be set up under the Project Steering Committee.
Ensures website development in accordance with guidelines issued by the Web Coordination Committee (refer to Section 4.2)
Objectives
Supervise and monitor all planning and organisational aspects of the IT project as well as completion dates throughout the various phases of the project life cycle.

Supervise and monitor project implementation issues such as changes to be brought to legislation, changes in working procedures, site preparation, test data.  

Maintain the specific Ministry/Department website

Chairperson
The Chief Information Officer

Head of a Technical Department.

The Chief Information Officer

Other Members
· Representatives from the user Ministry/ Department

· Project Manager  from CIB

· Project Leader from the software/hardware supplier.

· Representatives from the user Ministry/ Department.

· Project Manager from CIB.

· Project Leader from the software supplier.

· Representative from Hardware supplier

· DBA (refer to Section 6.1)

· Ministry/Department staff responsible for the Ministry's information, press releases and publications

· The Webmaster

Ministry/Department
Responsibilities
· set overall project direction

· ensure timeliness of deliverables

· resolve project issues

· monitor quality of work

· determine and approve project closure

· initiate and follow-up post-implementation review.

 

· liaise with all stakeholders (software developer, State Law Offfice, hardware vendor and Project Manager from CIB) for smooth implementation of the project.

· resolve technical problems

· review operational procedures

· manage change requests

· collect, analyse and recommend on information for web publishing

· ensure that the website is kept up to date in line with web design standards

· be responsible for overall look and feel of the website

· designate appropriate officers to provide content to Webmaster in case of frequent updates.

Table 1: Committees - User Roles & Responsibilities




3.4 Legislative changes in the context of computerisation
The implementation of ICT and e-Government projects may require the introduction of new legislation and a review of existing legislation. For instance, the Information Technology (Miscellaneous) Provisions Act 1998 was introduced to cater, inter alia, for the acceptance of electronic documents as evidence in court. The Civil Status Act was reviewed to allow for computer-generated print-outs of birth certificates in A4 format. 
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User involvement in ICT projects 

• Preparation of Project Brief, Request for funding and Approval of project
• Project Planning & Monitoring of implementation
• Procurement
• Testing
• Review Legislation (if required)
• Site Preparation
• Training
• System Acceptance
• Maintenance on computer system is recommended after warranty. 
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 User responsibilities in Web Development 

• Provide up-to-date and relevant information for publishing
• Ensure website is kept up-to-date.
 




4 Common Projects 
This chapter gives an outline of the various e-Government initiatives and ICT projects that are common to Ministries/Departments. 

4.1 Government Email ServicesThe Government Email Services (GES) Project was implemented in May 2001. The aim is to promote the use of email for sharing information and improving communication within the public service and the exchange of correspondence with external entities.
This email service is available at http://mail.gov.mu. The email system is web-based and is therefore accessible from any computer connected to the Internet. Other mail software such as MS-Outlook can also be configured to access the service.
Refer to Section 8.7 for more details.  

4.2 Government Portal
The Government portal (http://www.gov.mu) is the official website of the Government of Mauritius and is a gateway to all Ministries/Departments.
This website currently publishes information on the aims, objectives and services of all Ministries, Departments and parastatal bodies. The following documents/information are also available:
· Downloadable Government Forms;
· Weekly Cabinet Decisions;
· Parliamentary Questions and Replies;
· Government Publications;
· Legislations; and
· Economic Indicators.
The Web Coordination Committee, at the level of the Ministry of IT and Telecommunications, is responsible for the review and standardisation of the lay-out of Government websites and design/redesign of the Government portal. Individual Ministries/Departments are responsible for maintaining their website contents up to date. 

4.3 IT Corners
IT Corners will be set up in various Ministries/Departments to provide computing facilities to officers not having access to such resources. An IT corner will provide facilities such as Internet access, email and office automation. The capital outlay of this project will be met by the MITT. The project is expected to be completed by the end of 2004. 

4.4 Horizontal packagesThere are a number of standard functions and operations across government that can be computerised using a set of common applications, for example, Personnel, Attendance monitoring, Accounting, Stores and Registry. These are known as horizontal packages, which can be easily replicated and maintained. Such packages facilitate the mobility of staff.
The coordinating agencies for the different software packages in Government are: 

· Personnel system: Ministry for Civil Service Affairs & Administrative Reforms;
· Registry system: Ministry for Civil Service Affairs & Administrative Reforms;
· Stores Package: Head of Stores cadre, Ministry of Finance;
· Attendance Monitoring: Ministry for Civil Service Affairs & Administrative Reforms;
· Accounting: Treasury Department.
Any Ministry/Department wishing to install a horizontal package should contact the appropriate coordinating agency to initiate relevant procedures. It is proposed to house most of the horizontal packages on the Government Online Centre (GOC) when the latter becomes operational. 

4.5 Government INtranet System (GINS)
The GINS project aims at interconnecting Ministries and Departments into a secure Intranet, with the GOC as hub. In this context, networks are being set up in all Ministries/Departments. Buildings housing the Ministries and Departments will also be linked to the GOC through telecommunication lines. Implementation of the GINS project is underway. Figure 3 illustrates the GINS lay-out. 

4.6 Government Online Centre (GOC)
The Government Online Centre (GOC) will be the focal point through which citizens and businesses will interact electronically with Government. It will provide Internet connectivity as well as email facility for the entire Civil Service. It will also be a central repository for some applications and databases for Ministries and Departments. A new Government Portal will also be part of the GOC that will provide a window on Government online services to the public and businesses. The project is being implemented by the National Computer Board and is expected to be completed by March 2005.
Figure 3 illustrates the focal role of the GOC within the GINS.
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5 ICT Budgeting
This chapter describes the various budget provisions for ICT-related expenditure. 

5.1 Recurrent Budget
Ministries/Departments should arrange, at the beginning of each financial year, for the provision of adequate funds under the ‘IT facilities item‘ in their recurrent budget to meet the following ICT-related expenditure:
· Maintenance of hardware and software;
· Small purchases such as MODEM, network card, etc;
· Procurement of PCs and printers;
· Purchase of standard software; and
· ICT-related training (refer to Section 8.5 for more details) other than those funded centrally by the MCSA. In case of inadequate provision of funds under this item, funds under ‘Training of Staff’ vote item may be used.
Recurrent telecommunications charges, such as leasing of communication lines (e.g. Frame Relay and ADSL), are paid under Telephone bills item. 

 5.2 Capital Budget at level of MITT
Provision is made under the ‘e-Government Projects’ item of the Capital budget of the Ministry of IT and Telecommunications for the implementation of computerisation projects within the civil service. This covers consultancy services, procurement of hardware and software for the setting up/upgrading of departmental computer systems. The estimates are prepared by the CIB in consultation with user Ministries/Departments and are endorsed by MITT prior to submission to the Ministry of Finance & Economic Development for inclusion in the National Budget. 

All e-Government projects should normally be approved by the Ministry of IT and Telecommunications prior to implementation. Funds are disbursed by the Ministry of IT and Telecommunications through departmental warrants in respect of approved projects only. Claims from the suppliers of hardware/software received at the user Ministry/Department have to be referred to the CIB for clearance before payment can be effected. Subsequently, payments are made to the respective suppliers by the user Ministry/Department.  

5.3 General ICT Training Budget
The ICT Training scheme for public officers covering standard and functional courses (refer to Section 8.5.1 for more details) is managed and funded by the MCSA. 
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 Items covered under Recurrent Budget of Ministries/Departments - ‘IT facilities’ vote item
• Maintenance of hardware and software

• Small purchases (e.g. MODEM, network card, etc.) as well as procurement of PCs and printers.

• Purchase of standard software

• ICT-related training (other than standard and functional training which are funded centrally by the MCSA). 
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 Items covered under Capital Budget at the level of MITT – ‘E-government Projects’ item 
• Consultancy services.

• Setting up/upgrading of departmental computer systems. 
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 Items covered under General ICT Training Budget at the level of MCSA 
• Standard and functional training.


 

6 ICT Support Services
This chapter highlights the different types of ICT support services offered by CISD and CIB to Ministries/Departments. Request for the appropriate service should be made to the relevant agency. 

6.1 Database Administrator (DBA)
Ministries/Departments with major computer systems usually require the services of a Database Administrator (DBA) from CISD to ensure proper operation of the systems. The DBA who may be posted on a full-time or part-time basis, is called upon to work in close collaboration with the CIO of the Ministry/Department. 

The duties of the DBA include the following:
· Startup / Shutdown of system;
· Create/Backup/Recover database;
· Manage database storage and ensure optimal performance of the database;
· Enroll users;
· Grant database access privileges and ensure security of the system;
· Process requests from users e.g. generation of ad-hoc reports;
· Apply standards and procedures for the proper functioning of the system;
· Provide first level support on the computer system; and
· Monitor, troubleshoot & resolve hardware, software and network problems (and liaising with suppliers whenever the need arises). 

6.2 Webmaster 

Each Ministry/Department is normally provided with the services of a webmaster from CISD for the creation and maintenance of its website. In many instances, the same person acts as the DBA and the webmaster. The webmaster is also a member of the Web Development Committee and the Web Coordination Committee (refer to Section 4.2 for more details). 

The duties of the Webmaster include the following:
· Design/update website under the supervision of the CIO;
· Bring technical enhancements to website;
· Attend to emails received on webmaster email account;
· Provide statistics on website (no. of hits, last date updated, frequency of updates etc.);
· Keep backups of website;
· Ensure that website adheres to Web Design Standards as adopted by the Web Coordination Committee;
· Liaise with the National Computer Board (NCB) for any updates/technical problems regarding web hosting and for web hits statistics. 

6.3 Project Manager 

The services of Project Managers of the CIB are available to Ministries/Departments for the conception and management of ICT-related projects. The Project Manager provides guidance and consultancy on the choice of appropriate ICT solutions and assists Ministries/Departments throughout the project life cycle on planning, procurement and implementation issues. 

6.4 CISD Help Desk
The CISD operates a help desk (Tel: 211-2480) to offer assistance to Ministries/Departments in relation to technical and operational problems regarding usage of computer equipment, standard software, Internet & Government Email Services.
The CISD help desk provides remote assistance (through telephone) for simple problems. In case of complex problems, the CISD staff personally call at the concerned Ministry/Department.
Problems not solved at the level of CISD are referred to suppliers for necessary intervention. Ministries/Departments should always check whether any intervention/repair undertaken is covered under warranty or maintenance agreement prior to processing any payment. 

6.5 CISD Data Capture Services
CISD may offer data capture facilities for kickstarting operation of certain computer systems e.g. Civil Status Division, National Transport Authority. Moreover, these facilities are also available for systems that are already operational e.g. Passport & Immigration Office, Income Tax Department, Supreme Court and Ministry of Social security, National Solidarity, Senior Citizen Welfare & Reform Institutions.
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In case of problems when using computer equipment, standard software, Internet & Government Email services, call the CISD Helpdesk at 211-2480. For major problems on computer equipment, contact the respective supplier and check whether intervention/repair is covered under warranty or maintenance. 
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For operation and administration of major computer system, the services of a Database Administrator may be sought from the CISD. 
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For developing and maintaining websites, the services of a webmaster are available at the CISD. 
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ICT Project Management Services are available at the CIB. 
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Data Capture services are available at the CISD. 





7 Procurement Procedures 
This chapter describes the procedures for the procurement of hardware and software.


7.1 Procurement of Standard Computer Equipment 

For the procurement of standard equipment like PCs, notebook computers, printers and scanners usually meant for office automation, the following steps are involved:
· A request for specifications is made by user Ministry/Department to the CIB;
· Appropriate tender specifications are prepared by the CIB and sent to the user Ministry/Department for approval and launching of tender;
· The user Ministry/Department launches the tender and forwards the bids to the CIB;
· Bids are evaluated by the CIB and an evaluation report is submitted to the Ministry/Department for appropriate action;
· Award of contract and payments are made by the user Ministry/Department;
· Commissioning of equipment, upon request from user Ministry/Department, is carried out by the CISD (refer to Section 3.1.3(i)).
In case the cost of the computer equipment exceeds Rs.1 million, appropriate tender procedures involving the Central Tender Board will have to be followed by the user Ministry/Department. 

7.2 Procurement of specific computer system 

Prior approval of MITT has to be obtained for the procurement of computer systems (hardware and software) required for projects budgeted under the ‘e-Government Projects’ item.
The procurement steps are as follows:
a) Acquisition
(i) Tender document is prepared by CIB in consultation with user Ministry/Department on the basis of the latter’s requirements. In case the computer system involves electrical equipment (e.g. Uninterrupted Power Supply (UPS), surge protectors and isolating transformers), appropriate specifications vetted by ESD are included in the document.
(ii) The tender document is submitted to the user Ministry/Department for approval and launching of tender through the CTB.
(iii) Qualifying/evaluation criteria as prepared by CIB and endorsed by user Ministry/Department are vetted by the CTB prior to evaluation.
(iv) After closing of tender, bids are submitted by the CTB to the user Ministry/Department for evaluation.
(v) The evaluation is usually carried out by the user Ministry/Department with the assistance of CIB. ESD is also called upon to evaluate bids for any electrical equipment involved. The evaluation report is submitted by the user Ministry/Department to the CTB for approval.
vi) CIB provides the user Ministry/Department with sample documents (letter of award, form of agreement, bank guarantee and performance bond) for award of contract. 

Note: In case the project cost is below Rs.1 million, approval of CTB is not required with respect to tender specifications, qualifying/evaluation criteria and evaluation report. 

b) Commissioning 

(i) After award of contract, the computer equipment/application software is installed at the user premises. The user Ministry/Department takes ownership of the equipment through normal stores procedures.
(ii) After installation of the computer system by the supplier, the CISD commissions the equipment with the supplier and ESD (if applicable). Separate commissioning reports are then submitted by CISD and ESD to the user Ministry/Department. In case of application software, testing has to be effected by the user Ministry/Department prior to acceptance. Any pending issue with regard to hardware or software has to be dealt with by the supplier before the start of the warranty period.
 

c) Payment Processing
i) Claims from suppliers together with relevant documents (bank guarantee, performance bond, etc…) are submitted by user Ministry to the CIB for payment processing.

ii) Disbursement of fund is approved by the MITT on the recommendation of the CIB, following which a departmental warrant is issued to the user Ministry/Department for payment to be effected. 

7.3 IT Inventory 

An ‘IT Equipment and Software Register’ will be maintained at the level of each Ministry/Department, to keep an inventory of all deployed IT assets. This register will be updated by the officer responsible for inventory at each Ministry/Department.
The Register will assist Ministries/Departments to have complete, up-to-date information on deployed hardware, software, network devices and other technology assets. It will also record information about maintenance cover, upgrade and repairs along with corresponding cost and track the movement of the equipment until its disposal.
The CISD is currently working on the development of an application software to computerise the IT Registers. Subsequently, training will be dispensed to officers who will be using the registers. 
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User activities during procurement of computer equipment/system
· Contact CIB for preparation of technical specifications
· Approve specifications (*)
· Launching of tenders (*)
· Evaluate bids with the assistance of CIB/ESD (*)
· Approval of evaluation report (*)
· Award contract
· Monitor delivery and installation of equipment
· Contact CISD/ESD for commissioning
· Process payment (**)
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Equipment Inventory
· Create and maintain IT Equipment and Software Register. 

(*) In case the project cost is above Rs.1 million, approval of CTB has to be sought with respect to tender specifications, qualifying/evaluation criteria and evaluation report. For such projects, tenders are launched by the CTB.
(**) In case of projects approved under ‘e-Government Projects’ item, funding from MITT is sought through the CIB.


8 ICT-related Policies
This chapter describes the various ICT-related policies on items such as software, maintenance and training. 

8.1 Antivirus Software

Ministries/Departments acquire antivirus software during the procurement of PCs and servers. Such software is pre-installed on the PCs and servers.
It is strongly recommended that Ministries/Departments take a maintenance cover for the antivirus software. Charges for the upgrade and maintenance (for 5 years) of the antivirus are usually quoted by the supplier during procurement.
In order to maintain a safe ICT environment, Ministries/Departments should ensure that their antivirus software is regularly updated with latest virus definitions (usually available on the Internet) to detect and eliminate viruses from their equipment. Ministries/Departments may seek the assistance of the CIB and CISD for that purpose. 

8.2 Software Licenses
All software procured in the Civil Service should be licensed and delivered with appropriate certificates of authenticity. Accordingly, tenders relating to software acquisition stipulate that appropriate licenses be supplied.
Ministries/Departments should ensure that appropriate licenses are available for any software installed on any computer equipment.
CISD occasionally performs software audit to verify whether all software installed on computer systems are licensed. 

8.2.1 Oracle Licensing
Major computer systems in Government run on Oracle RDBMS. Licenses for several Oracle products used in Government are paid and managed centrally by the MITT. 

State Informatics Ltd (SIL) is the local representative for providing technical support on Oracle products.  

8.3 Application Software Maintenance
Application software should normally be covered by an appropriate maintenance agreement between the user Ministry/Department and the software development company.
The software maintenance agreement is signed after the warranty period (usually 1 year). Such an agreement will ensure support in case of problem on the system. Standard maintenance covers debugging and minor modifications to the software. For major modifications in the application, the user Ministry/Department may have to pay additional charges. 

8.4 Hardware & System Software Maintenance and Insurance
8.4.1 Warranty 

Computer equipment is under warranty for at least the first year following purchase and commissioning (refer to Section 3.1.3(i)). During warranty, all repairs have to be effected by the supplier free of charge unless the damage is due to negligence directly attributable to the user. 

8.4.2 Maintenance
Office automation equipment
After the warranty period, the current practice for computer equipment used essentially for office automation (i.e. equipment not running any department-specific application) is for repairs to be carried on an intervention basis (rather than taking a maintenance agreement). Repair is usually effected by the original supplier of the equipment subject to the charges quoted being fair and reasonable. Alternatively, Ministries/Departments may enlist the services of other companies for repairs.
Note: The CISD technical support team (which is already providing first-line support on computer equipment) will be reinforced/trained to undertake the repair of computer equipment and operate as a full-fledged support and maintenance unit. Pending the setting up of the unit, Ministries/Departments will continue to have their computer peripherals maintained/repaired on an intervention basis by appropriate firms. 

Departmental systems 8
After warranty, Ministries/Departments usually enter into a maintenance agreement with the original supplier of the computer system to ensure timely intervention in case of any problem. In the case of critical systems, it is recommended that the maintenance agreement covers all equipment. For non-critical systems, it is advisable that maintenance for at least the server be taken. However, it is up to the user Ministry/Department to decide on the appropriate type of maintenance cover. In case of doubt, guidance may be sought from the CIB.
Maintenance agreement for computer systems is usually renewed annually on the basis of the rates stipulated in the proposal of the supplier.
The terms and conditions (e.g. delay of intervention, provision of replacement equipment, etc.) mentioned in the contract may vary depending on the criticality of the computer system. 

8.4.3 Insurance
Office automation equipment
Ministries/Departments may consider taking an insurance cover for office automation equipment to cater for any disaster that might occur (e.g. theft, flood, fire etc…). 

Departmental systems 9
The standard maintenance agreement for departmental computer systems requires the supplier to take a comprehensive insurance cover on the computer equipment on behalf of the client Ministry/Department. 

8.5 Training
In the Civil Service, ICT-related training with respect to office automation is, in general, delivered through a scheme operating under the aegis of the MCSA.
8.5.1 Standard Courses

Following a training needs analysis, the following courses in ICT have been designed for the Civil Service:
· A standard ICT course (covering Windows and Office software, email and Internet) relevant to all government officials (except for Supervising Officers).
· Functional courses that meet the needs of specific categories of Public Officers such as:

(a) Judicial and Legal Class (Magistrates and District Clerks)

(b) Administrative Cadre

(c) Finance Cadre - Finance officers follow a standard course along with a customised module in which they are exposed in-depth to the use of spreadsheets.

(d) Stores Cadre

(e) Executive Officers

(f) Word Processing Operators.
Ministries/Departments have to submit requests for training to the MCSA. Arrangements for the training of public officers in batches for the above courses and the funding thereof are done centrally at the level of the MCSA.  

8.5.2 Training for high-ranking Officers
The training scheme operating under the MCSA also makes provision for one-to-one training. Interested Officers should contact the MCSA for information on appropriate training institutions. Such courses are funded by individual Ministries/Departments under their recurrent budget (either 'IT facilities' or ‘Training of staff’ vote item).
 8.5.3 Specific Training
Specific ICT training (e.g. training on AutoCAD) is also possible. Interested Officers may contact the MCSA for information on appropriate training institutions. Such courses are funded by individual Ministries/Departments under their recurrent budget (either 'IT facilities' or ‘Training of staff’ vote item).  

8.6 Internet Access
Currently, most Ministries/Departments are connected to the Internet either through dial-up, ADSL or Frame Relay. Recurrent costs associated to the rental and usage of such lines are being met by individual Ministries/Departments.
Once the GINS (refer to Section 4.5) is established and the GOC (refer to Section 4.6) is operational, all Ministries/Departments will be connected via dedicated lines to the GOC where centralised access to the Internet for the entire Civil Service will be possible. All costs for telecommunication lines connecting Ministries/Departments to the GOC through GINS will then be met centrally by the Ministry of IT & Telecommunications. Similarly, no cost will have to be incurred by individual Ministries/Departments for Internet connection as the cost for accessing the Internet will be centrally met at the level of the GOC.
For small units like Civil Status Offices, it will not be cost-effective to have a dedicated line to connect to the GOC. These units will have to use at their own cost dial-up connection for Internet access. Connectivity to the GOC would also be possible through Internet. A VPN (Virtual Private Network) connection would be established between the unit and the GOC for enhanced security. 

8.7 Email Usage
The Government Email Service (GES) is available at http://mail.gov.mu. Currently, only certain categories of public officers are eligible to the GES.
An email usage policy, prepared at the level of the e-Government Task Force, has been introduced in the Civil Service (refer to Annex 8.7A). The broad lines are as follows:
· Users: GES is currently available to public officers of the rank of Higher Executive Officers and above. Special cases can also be considered.
· Authorised Usage: The GES is generally restricted for official use. Incidental personal use is permissible as long as:
(a) it does not consume more than a trivial amount of system resources,
(b) does not interfere with public officer productivity, and
(c) does not preempt any business activity.
· Message Contents: Public officers must not use profanity, obscenities, or derogatory remarks in electronic mail messages discussing employees, customers, competitors, or others. Such remarks may create legal problems.
· Service Restrictions: GES user should not use the facility for any unlawful purposes and agrees to abide by all applicable national laws and regulations.
· Use of Encryption Programs: GES does not provide encryption features by default. If sensitive/confidential information must be sent by email, encryption or similar technologies to protect the information must be employed.
· User accountability: Regardless of the circumstances, individual passwords must never be shared or revealed to anyone else. Giving a password to someone else exposes the authorised user to responsibility for actions the other party takes with this password.
Violations of the GES policies, including misuse of computer facilities made available to public officers, may result in restriction of access to the mail service or other computer facilities and, in addition may lead to disciplinary action.
A copy of the application form for GES is available at Annex 8.7B. This application form is used for the creation, amendment and deletion of email accounts for public officers. For the creation and amendment of an email account, the form is filled by the officer concerned and endorsed by an authorising officer prior to sending to the CISD. In case of retirement, leave without pay or interdiction from service of a public officer, authorising officers of Ministries/Departments should fill in the appropriate section of the form and send it to the CISD for deletion of the email account of the concerned officer.
For creation/amendment/deletion of email accounts and for assistance regarding any technical problem that may arise when using GES, the technical support unit of the CISD (Tel: 211-2480) may be contacted.
8.8 Contingency plan/Disaster Recovery plan for computer systems 
All Ministries/Departments having a computer system should develop contingency measures to ensure quick recovery and business continuity in the event of a disaster.
Contingency planning usually includes a risk assessment exercise to determine areas of vulnerability followed by adoption of preventive measures.
A comprehensive contingency manual should cover the following:
· Identification of risk areas and related problems.
· Step-by-step actions that should be taken during and immediately after a disaster.
· Arrangements for a back-up site.
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Anti-virus software
· Ministries/Departments should ensure that their antivirus software is regularly updated with latest virus definitions.
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Software Licenses
· All software should be licensed with appropriate certificates of authenticity.
·  Oracle Licenses: Licenses for several Oracle products used in Government are paid and managed centrally by the MITT.
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 Application Software maintenance
· It is recommended that development of application software for any Ministry/Department be followed by an appropriate maintenance agreement.
· Hardware maintenance (office automation equipment)
· After warranty, repair is carried out on an intervention basis.
· Hardware maintenance (departmental systems)
· In the case of critical systems, it is recommended that a maintenance agreement be taken after warranty. Otherwise, maintenance may cover the server only.
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 ICT-related training
· For standard ICT courses, contact the MCSA.
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 Email facility
· GES is currently available to public officers of the rank of HEO and above.
· For creation/amendment/deletion of email accounts, contact the CISD technical support unit on 211-2480.
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 Contingency/Disaster Recovery Plan
All Ministries/Departments having a computer system should maintain a Contingency plan for quick recovery/business continuity in the event of a disaster.


 


9 ICT Standards  
This chapter describes the various standards adopted or currently being reviewed/developed in relation to ICT within Government. 

9.1 Office Automation
Microsoft Office (MS-Office) and Star Office are the office automation software currently used in the Civil Service. Star Office is the default office automation software on PCs and notebooks. Star Office v5.2 is free of charge while later versions are available at a relatively much lower cost than MS-Office. If MS-Office is required, technical specifications are amended accordingly (on the basis of specific software requirements like Word, Excel, PowerPoint, Access). Ministry/Department may also procure MS-Office separately. 

9.2 Web Design Standards
Common standards applied in the design of websites help Government build a unique identity, enhance user confidence in its services and encourage further uptake of services.
The Ministry of IT and Telecommunications has come up with standards in relation to website development for Government. The Web Coordination Committee (refer to Section 4.2) is responsible for monitoring website development in Government to ensure standardisation of websites. However, individual Ministries/Departments have the responsibility of keeping their website contents up to date.  
9.3 Security Standards (ISO/IEC17799)
With the worldwide adoption of the Internet, proliferation of viruses, hackers, employee fraud, computer abuse, it has become more than necessary for Government to protect its computer systems and to develop a structured approach for optimum IT Security.

In February 2002, the ISO/IEC 17799 Security standard was adopted by Government for implementation in the Civil Service. The objective is to provide management direction and support for information security. Aspects covered include:
· Compliance with legislative and contractual requirements;
· Security education requirements;
· Prevention and detection of viruses and other malicious software;
· Business continuity management;
· Consequences of security policy violations;
· A definition of general and specific responsibilities for information security management, including reporting security incidents.
The standards have so far been implemented at four pilot sites and will eventually be replicated to other Ministries/Departments. Certification against the security standards by the Mauritius Standards Bureau (MSB) is envisaged after successful implementation at every site.
Each Ministry/Department needs to develop and maintain an Information Security Management System (ISMS). The ISMS is a tool that provides a structured method for risk assessment, identifies the various threats and impacts and records the various risk treatment plans (RTPs) for dealing with each risk area. Risk assessment techniques are applied to evaluate the degree of risks in areas such as Organisational Security, Personnel Security, Physical Security, Access Control and Business Continuity Management. After the risk assessment exercise, adequate controls for eliminating or minimising these risks are identified.
The ISMS takes into account the Government Security Instructions (GSI) issued by the Prime Minister’s Office in June 2003. The GSI is a set of rules designed to achieve the highest possible level of information security. It establishes common standards of security that must be observed by all Ministries/Departments.

In view of implementing information security in the Civil Service, the following framework has been proposed:
· The Ministerial Security Officers Committee (MSOC), at PMO level, comprising security officers of all Ministries, to oversee implementation of security standards within the Civil Service and to formulate policies for the rollout and maintenance of all ISMSs.
· The existing PMO Security Division, reinforced with specialists, to ensure in conjunction with relevant Ministries/Departments that the necessary procedures, laws, regulations etc. be introduced to implement the policy statements determined at the level of the MSOC.
· An IT Security Unit at the level of the MITT to provide advice, training and internal audit services to Ministries and Departments with regard to implementation of ISMS.
· An Information Security Forum (ISF) at the level of each Ministry/Department comprising the CIO and the Ministerial/Departmental Security Officer to develop and maintain the ISMS manual and implement recommendations contained therein. 

9.3.1 Computer System Controls & Auditing
An important component of information security is the establishment of appropriate control mechanisms within a system. The appropriateness of such control mechanisms should be verified and reviewed through regular audit exercises. 

9.3.1.1 Controls
In order to minimise errors, disaster, interruptions of service, computer crime and breaches of security, special policies and procedures must be incorporated into the design and implementation of information systems. Computer Systems are controlled by a combination of general and application controls.

General controls relate to the whole computing environment within an organisation, i.e. the environment within which computer systems are developed, maintained and operated, and which are therefore applicable to all of the applications as shown in Figure 4. They may be manual or programmed. The objectives of general controls are to ensure the proper development and implementation of applications, the integrity of program and data files, and of computer operations.

General Controls can further be sub-divided into the following:
· General systems development controls which include standardised approval and authorisation procedures, documentation, rigorous systems and program testing.
· General administrative controls which include adequate division of staff responsibilities, training, file controls and back-up controls.
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Figure 4: General Controls
Application controls are internal controls incorporated in the application and relate to the transactions and standing data pertaining to each computer-based system. They may be manual or programmed. They ensure the completeness and accuracy of the records and the validity of the entries made therein resulting from both manual and programmed processing. Application controls are often divided into the following:
· Input controls which include password protection, check digits. 

· Processing controls which include format checks, exception checks.
· Output controls e.g. control totals.
· Master file controls which include physical security and application security.
 9.3.1.2 Auditing
Auditing of a computer system involves reviewing, at regular intervals (2-4 times a year), the effectiveness of all security procedures on which an organisation depends for preventing, detecting, or correcting any data processing error. It aims at determining whether all safety controls (both manual and automated) function correctly and are protecting the security, integrity and reliability of the computer system. 

9.4 e-Government Interoperability Framework (e-GIF)
The e-Government Interoperability Framework (e-GIF) prescribes the policies to be adhered to when interconnecting different government information systems. The e-GIF document, approved by Government in November 2002, is included in tender documents for the procurement of computer systems in Government.
Key policies defined in e-GIF are: 

  (a) adoption of common specifications used on the Internet and World Wide Web for all public sector
        information systems;
  (b) adoption of XML as the primary standard for data integration and presentation tools for all public sector 
       systems;
  (c) adoption of the browser as the key interface : all public sector information systems are to be accessible
       through browser based technology, other interfaces being permitted but only in addition to browser based
       ones;
  (d) the addition of metadata to government information resources. 

9.5 Project Management Methodology

An in-house Project Management Methodology is in place at the level of the CIB for the management of ICT projects. 

9.6 Standards for computer systems
9.6.1 Operating System

All departmental10 systems in Government run on Unix or Windows platforms. Unix platforms are recommended for large systems which are critical.
Windows platforms are used on individual PCs as well as small to medium systems.
However, the suitability of other products on the market is also investigated. 

9.6.2 Relational DataBase Management System (RDBMS) 

Major computer systems in Government run on Oracle RDBMS.
However, the suitability of all other products on the market is also investigated. 



10 Legislation 


This chapter highlights the various pieces of legislation that have been enacted to consolidate the legal framework for effective deployment of ICT.

10.1 ICT Legislation 

Copies of ICT legislation are available on the MITT website http://telecomit.gov.mu. 

10.1.1 Copyright (Amendment) Act 1997 

The Copyright Act was amended in July 1997 to provide the appropriate legal framework for the protection of intellectual property rights, including software and electronic databases. 

10.1.2 The Information Technology (Miscellaneous) Provisions Act 1998
The object of the Act was to bring amendments to a number of legislation to make provision for latest developments in information technology:
      (i) The Archives Act was amended to provide for the inclusion of electronic records with regard to public archiving.
      (ii) The Courts Act was amended to provide for the admissibility of evidence/statements generated from computer systems.
      (iii) The Criminal Code was amended to provide for offences against unauthorised access to or unauthorized use of data, which is stored in a computer. However, this has now become redundant with the coming into force of the Computer Misuse and Cybercrime Act 2003.
      (iv) The Interpretation and General Clauses Act was amended to cater for a general definition of “electronically recorded documents”.
      (v) The National Computer Board Act 1988 was amended to provide for protection of personal data. This is now taken care of in the Data Protection Act 2004.
 10.1.3 The Electronic Transactions Act 2000 

The Act provides the legal basis for conducting business in an electronic or digital environment, with the provision of public and private keys to ensure the security of information transmitted.

The Act makes provision for secure electronic records and signatures, liability of network service providers, electronic contracts, obligations relating to digital signatures, obligation of certification authorities, publication of certificates relating to digital signatures, and such matters as offences, jurisdiction of the Courts and regulations. 

10.1.4 Information and Communication Technologies (ICT) Act 2001
The Act provides for the establishment of the ICT Authority, the ICT Advisory Council and the ICT Appeal Tribunal which are vested with the powers to ensure that Government policies relating to the ICT sector are properly implemented. It makes provision for a regulatory framework, licensing of operators, prevention of unfair competitive practices, setting up standards, as well as quality of information and communication services. 

10.1.5 Computer Misuse and Cybercrime Act 2003 

This Act provides for offences of unauthorised access, unauthorised modification of computer material and interception of data transmitted through a computer system, and electronic fraud. It also provides for the power of access, search and seizure for the purposes of investigation. 

10.1.6 Data Protection Act 2004
The Act provides for the protection of the privacy rights of individuals in view of the proliferation of computer systems storing and processing data on individuals. Under this Act, personal data can only be collected for a lawful purpose by a data controller who duly registered with the Data Protection Office. The responsibilities of this office are, amongst others, to exercise control on all data processing activities and verify whether processing of data is in accordance with the provisions of the law. 

10.2 Sector-specific Legislation 

Reviews in specific legislation may become necessary with the computerisation of a given Ministry/Department. For example, in the context of computerising the Civil Status Division, the Civil Status Act had to be reviewed to allow for computer generated print-outs of birth certificates in A4 format.     


 11 Conclusion
The ICT manual purports to be a guide for public officers on ICT matters. It gives an overview of the ICT framework and the various ICT-related initiatives in Government. It also serves as a roadmap for Ministries and Departments that plan to embark on computerisation projects and helps users understand their roles and responsibilities throughout the different phases of project implementation.

Information and Communication Technologies are constantly evolving and changes in the ICT field may lead to changes in strategies, guidelines and standards adopted by Government. The ICT manual will therefore be reviewed and updated as and when required.


     
