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Greetings from CERT-MU! Inside This Issue
elcome to the First edition of CERT-MU Mauritian Computer Emergency
information security quartely news Response Team (CERT-MU):
roundup. Our newsletter covers An Overview
emerging issues from the world of Insecurity in the Cyber World
Information Security such as security tips, advices,
information security news and statistics. Information Security News

Dangers of Social Networking
Sites and Malware

CERT-MU Events

Guidelines

Message from NCB’s Executive Director How to Protect from Phishing

I Dear Readers,

I
| I
I Welcome to the first issue of the CERT-MU’s Quarterly e-Security Newsletter! !
I
I

: The National Computer Board is pleased to launch this e-Security Newsletter as part of its sensitization activities on the issues of
| information security. Today, information security has become an important matter for every organization or individual as information |
| security incidents are increasing rapidly. Protecting confidential information is now a crucial business requirement and in many cases I
I an ethical and legal requirement which is often overlooked. To ensure the confidentiality, integrity and availability of their information |
I'it is essential for organizations to establish effective information security processes, policies and procedures within a proper |
: information security framework. 1

I
I This first issue of the e-Security Newsletter will in addition to bringing you up-to-date with the latest information security issues, |
I trends and statistics also help you to understand the specifics of information security management good practices and implement them !
Iin your organisation. We hope that you will find this newsletter interesting and if you have any feedback to further improve its'
| contents, please email us at info@cert-mu.gov.mu.

I

| Best Regards,

I

| Dan Faugoo

| Executive Director
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Mauritian Computer Emergency Response
Team (CERT-MU): An Overview
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The Mauritian Computer Emergency Response
#* Team (CERT-MU) is a national advisory body
on information security issues and is a division
of the National Computer Board. CERT-MU is
operational since May 2008.
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CERT-MU provides information and assistance to organisations
and the general public in implementing proactive measures to
reduce the risks of information security incidents as well as
responding to such incidents when they occur.

CERT-MU provides services such as:

Information Security Incident Handling and Management
Vulnerability Scanning of networks, applications and
devices

*  Disseminate latest information security news and virus
alerts to organizations and public

*  Assistance in the implementation of Information Security
Management System based on ISO 27001

*  Awareness sessions for organizations on Information
Security issues.

*  Sensitise general public on Anti-Spam and Internet Safety
including child online protection

CERT-MU addresses all types
of computer security incidents
which occur at the level of its
constituency. Users can report
computer security incidents
and vulnerabilities to CERT-
MU.

In addition, if users encounter
any violations listed below,
they may contact CERT-MU for technical assistance:

Attempts to gain unauthorised access to a system or data
Disruption or Denial of Service
Unauthorised use of a system for the processing or storage
of data

* Changes to system hardware, firmware or software
characteristics without owner’s knowledge, instruction or
consent

*  Email related security issues such as spamming, mail
bombing , etc
Attempts for Identity Theft such as Phishing
Unauthorised modification of website content,
defacement, Injection of malicious links

web
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Apart from organisations, CERT-MU also advises parents on
various security issues such as:

Awareness on Internet safety and security

Guidance on safe use of Social Networking websites such as
Facebook, Twitter and MySpace etc

Securing computer from malicious software

Protect personal information and identity on the Internet
Assistance in securing home computers such as parental
control

Advise parents on the issues of child safety online

Safe computing tips for kids

More information can be obtained on the Cyber Security website:

http://cybersecurity.ncb.mu

CERT-MU’s knowledge bank is an important feature of the
Cyber Security Portal and contains the following information:

,

*  Guidelines on Information
Security

*  Information Security Best

Practices

Tempaltes on Policies

Anti-Spam Tools

Information Security News

Mauritian ICT Laws

¥ ¥ X ¥

CERT-MU issues security alerts which include vulnerabilities,
advisories and virus alerts on a daily basis . The alerts are
uploaded on the CERT-MU website on a daily basis and the
summary is sent to the constituents every week.

To receive the weekly security alerts, subscribe to CERT-MU
mailing list on :
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Insecurity in the Cyber World

lin the United States, the “ F 0 x hhet wdetailed the target’s schedules,
I'T wi t dcoeunt’was attacked by hackers! contacts and  job  responsibilities.
I'who left messages that President Obama' Recently, during the England Riots, the
"'had been shot to death in lowa. Citibank, website of Black Berry was hacked by
: Sony and CIA have also been victims of , T e a m P following na" sfatement
I data breaches. It has been reported that a, made by Black Berry to cooperate with
; group of hackers known as , L u | ,zaSte @dlice to track the rioters who made

i splinter faction of a more established
| group, “Anonymous has taken credit for
| attacks on PBS, Fox News, Sony, the U.S
I Senate and the CIA. According to
I PCMagazine, “ A n 0 ny mhasu lech
gained'around for several years and has been

The World Wide
popularity amongst corporate, small and coordlnatlng attacks on organisations and

Web has

medium sized enterprises, learmng Governments and it is believed that it
institutions and individual users. The . | poses  a threat to Internet freedom.
Internet is a home to enormous amount of Moreover, an attack was launched on one
information and is used today for virtually | of the websites of Apple, where a list of
everything. The word “ c y b end ftsjuser names and encrypted passwords was
relative “d o t ar® pnobably the most | posted to the Internet, with a warning
commonly used terminologies of thelfrom“ An o ny hacker srdup.
modern era. In the information age, thel

internet has simplified life in great ways. | Several Defence Contractors have also
However, it has also led to the evolution ' become the prey of hackers. During the
of new forms of transnational crimes, Imonth of July, the hacker group
known as “cybercr iTlmle‘ An.o ny masu atthcked the US
opportunity for cyber crimes is growing | defence group and claims to have stolen
daily as corporatlons and governments Imore than 90,000 email addresses and
continue to gain information about passwords in a cyber attack on a major
individuals across the Internet. According |US military contractor, Booz Allen
to sources, some of the new generations | Hamilton and then posted it on a file
of cyber criminals are motivated purely Isharing website, as reported by ‘BBC
by money and others by the desire to !News’. The attack was conducted under
upset corporations and governments. As !the banner of the “Anti Sec” campaign
such, they are continuing to hack into 'that was originated from ‘L ul z

use of BlackBerry devices to plan their
movements.

Now Mauritius also is no longer a safe
heaven from cybercrime. Phishing
incidents, scams, viruses, spam attacks
and denial of service (DoS) attacks are
becoming more and more frequent.
Phishers have now started targeting the
local banks where phishing links were
found active and phishers were requesting
users of the banks to divulge their bank
details. Furthermore, with the increasing
popularity of social networking sites in
Mauritius, many incidents are being
registered.

The power of the Internet is undeniable
since most sectors of society rely and
depend on it. It is therefore important to
examine the implications of the radical
growth of the Internet and the threats
associated with it. Cybercriminals are
becoming more sophisticated and
continue to develop malicious software
and devise improved methods to conduct
attacks. Organisations should therefore
8eeoe “ more time and resources to

private data. As the Internet becomes Ihacking group. In September 2011, manage cyber security. Often, companies
central to more people’s life, security Japan’s biggest defense contractor, have difficulties to justify an investment
becomes increasingly important. jMitsubishi Heavy Industries, became |in security because it does not generate

jvictim of a malware based attack. The
Recently and over the past few months, |firm stated that 45 network servers and 38
the world has witnessed several malicious jpersonal computers were infected with
attacks. IT Security firm, McAfee carried Imalware at ten facilities across Japan.
out an operation named as , Operlat i on
S h ady wieA dbifsisted of five years 'Nowadays, hackers have also begun to
investigations and examination of 'target individuals. An example of such
information from a number of different 'malicious attack occurred on Australia’s
organisations.Following this investigation ,domain registrar where thousands of
McAfee claims to have uncovered one of jAustralian websites have lost their data
the largest ever series of cyber attacks, as jand email files, with no chance of
stated on the website of ‘B B C N erawaery. Gmail users were also victims
About 72 organisations, including the jof such attacks. The email accounts of
United States Government, the United lindividual users, including those of
Nations, the International Olympic !United States officials, reporters, military
Committee and security firms have been !personnel and activists were hacked.
hacked over the past five years. In 'Attackers sent the victims emails designed
addition, several attacks were detected 'to have originated from friends or
during the last few months. For example, Icolleagues in hope of getting responses
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easy and identifiable short-term returns on
investment. However, data security has
long term implications due to the fact that
loss of consumer faith or trade secrets
could have severe impact on a company.
As goes the saying, “* No p i
wi || ever be trul

used and written by humans and for

h u ma nThe. qliestion is not whether
there are flaws, but how the technical
community responds to tackle cybercrime.

Tips for Users
Use complex password made up
of alphanumeric, letters and
special characters like $, #,! etc.
Don’t use easy guess password
e.g word from dictionary when
creating email passwords.
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Information Security News

Warning!
Spyware detected on your computer!
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Koobface is a computer worm that targets users of the social
networking websites such as Facebook, Twitter and MySpace.
It eventually attempts to infect the user PC and gathers login
information for FTP sites and all other social media platforms.

It also uses compromised computers to build a peer to peer
botnet and this botnet is used to install additional malwares. It
was discovered in December 2008 and which evolved further
until June 2010 and appeared as potent version going to the
extent of turning user computer into a zombie/botnet. There can
also be links to the third-party website on the Facebook wall
where the messages appear as follows:

Hi how are you ?

WANNA LAUGH? ¥ .

Is it you on the video? ))want to see?)
http://109.87.74.246/100000637544582
I be out for an

hou

Among the components downloaded by Koobface are a DNS
filter program that blocks access to well known security websites
and a proxy tool that enables the attackers to abuse the infected
PC. After receiving a message in their Facebook in-box
announcing, "You look funny in this new video" or something
similar, recipients are then invited to click on a provided link.

Profile Friends Inbox

facebook  Home

[ 1nbox Sent Messages | Notifications Updates'

You look just awesome in this new movie.

ndex.htm?6chd0=4a13b7d60

CERT-MU e-Security Newsletter | Issue 1| Volume 1|October 2011

=

CERT-MU Quartely |October 2011

Once on the video site, a message says an update of Flash
is needed before the video can be displayed. The viewer
may be prompted to open a file called flash_player.exe.

The virus attempts to download a program called
tinyproxy.exe. This loads a proxy server called Security
Accounts Manager (SamSs) the next time the computer
boots up. Koobface virus then listens to traffic on TCP port
9090 and proxies all outgoing HTTP traffic. For example, a
search performed on Google, Yahoo, MSN, or Live.com
may be hijacked to other, lesser-known search sites.

This version of Koobface includes a bot-like component
that could install other malicious applications at a later
time. The virus is able to perform some of the following
functions:

Spread through social networks

Steal confidential information

Inject advertising into web browsers
Redirect web browsing to malicious sites
Intercept Internet traffic

Block access to certain Internet sites

Users are advised not to open any unexpected e-mail
attachments, even if they are from someone you know.

Security Researchers have identified a Windows “ wo r
whichwl?aq lPeen bciécul%in& d oug% 6h8 ﬁletWOI‘kS of
companies by taking advantage of weak passwords. Named
as , Mo r Hy Microsoft and F-Secure, the worm was
discovered when company administrators found that
systems are generating large numbers of “unexplained
connections to the Internet.

It has been reported that Morto infects Windows
workstations and servers by taking advantage of weak
passwords to spread via Remote Desktop Protocol (RDP)
connections. When a machine is infected with Morto, the
worm starts scanning the local network for machines that
have Remote Desktop Connection (RDC) enabled. As a
result, it creates a lot of traffic for port 3389 / TCP.
According to F-Secure, as soon as Morto identifies a
Remote Desktop Server, it tries to log in as Administrator

by attempting a list of weak passwords such as , 1 234 * |

,admin®, gtcaldl ond ofi theZp@stwords works,
the worm downloads other malware components to the
vulnerable machine and kills the security software to

remain hidden.

Users are advised to set strong system passwords in order
to avoid getting infected with Morto.



Dangers of: R
f] 8] % Jin

The use of social networking sites such as Facebook, Twitter and
LinkedIn is growing at a tremendous rate. According to a survey
published by McAfee and CommVault in August 2011, Facebook had

687.1 million users in June 2011, as compared to 675.4 million in
May 2011, thus indicating an increase of 1.7%.

The number of visitors of LinkedIn had also increased by 65.3% as
compared to 2010, indicating a total number of 79.2 million of visitors
worldwide.

Statistics on Social Networking Sites (Milliol
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Figure 1
While social networking sites are gaining a lot of popularity these
days, they also involve various security concerns. The most common
dangers of social networking sites identified are as follows:

*  Privacy Issues
With social networking web sites, it is very easy to retrieve personal
information about someone and use it to harm them.

*  Cyber Bullying

Cyberbullies can do harm by posting messages for all friends to see.
These include receiving threatening messages; having their private
emails or text messages forwarded without consent; having an
embarrassing picture posted without permission; or having rumours
about them spread online.

*  Addiction

Social networking addiction is a mental illness centered on a
dependency of online “ f r i eon dnéin¢ interaction on social
networks. Social networking addicts are unable to control their
tendency to be logged in and participate on social networking
websites.

*  Child Safety Issues

The Consumer Reports “State of the Net” survey reveals that 7.5
million Facebook users are actually kids younger than 13. Even
though most social networking sites do have an age requirement,
many children lie about their age because no perfect verification
system exists.

Apart from these, other potential threats also exist such as harassment,
stranger danger, cyber-stalking, etc. Hence, users should be very
careful when interacting or sharing information on social networking
sites.

For more information, refer to CERT-MU website.
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Malware is a category of malicious code which includes
viruses, worms, and Trojan horses. Destructive malware make
use of popular communication tools to spread, including worms
sent through email and instant messages, Trojan horses dropped
from web sites, and virus-infected files downloaded from peer-
to-peer connections.

The chart below illustrates the world statistics for malware for
the month of September 2011. From the piechart, it can be
deduced that Trojan horse is the most dominant malware
detected during the month of September 2011 with a total
percentage of 70.4%, as compared to worms and viruses, with
14.51% and 5.20% respectively. It has also been observed that
during the last three months , Trojan horse is the most dominant
malware.

World Statistics on Malware September 2011

OOthers 0O Malicious Behaviour B Trojan @ Virus E Worm
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Source: Impact
Figure 2

Malware can be harmful since it can monitor a user’s internet
traffic, collect passwords, change system settings, hijacks
internet browsing, installs tracking cookies and other software
and can make use of the computer to send or receive
information through the internet without the user’s knowledge.

Users should be very careful with malware by taking necessary
measures such as scan all files before transfering to the system
or have email attachments scanned by an antivirus software
prior to opening. Computers may be infected with malware if
they:

*  slow down, malfunction, or display repeated error
messages
does not shut down or restart.
serve up a lot of pop-up ads, or display them when you are
not surfing the web or

= display web pages or programs you did not intend to use,
or send emails you did not write.
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CERT-MU Events

CERT-MU organised a workshop on Cloud
Security on June 30, 2011 at Ebene. The
Cloud computing has opened new horizons
for the business . It allows organizations to
operate optimally, exclusive of spending
large amounts of money on capital
investments, hardware & software
purchasing and associated maintenance.
The advantage of cloud computing is that it
moves the business to a higher level with
significant return on investment.

Since, cloud computing is growing and
organisations have already started
adapting it, providing security to the cloud
infrastructure is a major concern.

This workshop adressed the security
concerns of the cloud environment. The focus of the speakers was circled around the security
Implications of Cloud Computing, Security Considerations of Software as a Service and the
Virtual Cloud Architecture.

A worshop on Mobile Security was
organised by CERT-MU on 24 March
2011. As we all aware mobile devices
have become very common in our
society, be it amongst the younger
generation or in organizations.

In the past, mobile devices were designed
solely for the purpose of voice based
communication. Now, mobile devices are
equipped with a number of functionalities
and services such as mobile banking,
internet on mobile and even access to
social networking sites. Although mobile
devices are practically useful to
everybody, it also involves security
concerns. This workshop has addressed
security issues of mobile devices. The speakers focused on emerging threats of mobile devices &
applications, mobile device security policy and secure mobile transactions.

The Safer Internet Day was organised by the National Computer Board in
collaboration with the Ministry of Education and Human Resources and IT
Security Unit in February 2011. On this occasion, a workshop on Children
and Online Risks was organised.

Since the theme for this year’s Safer Internet Day was "It’s more than a
game, it's your life", the objective of this workshop was to raise awareness
among young people regarding the threats associated with online gaming,
virtual lives and the Internet safety. The speakers focused on different
security aspects such as internet safety with parental control, ‘protect your
computer, your family and yourself’, risk on online gaming and the impact of
internet use on children & adolescent.
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Firewall is a security
measure (software or
hardware) designed to stop
the malicious and frequent
internet attacks. The
difference between these
attacks leads to the question

why we need firewall.

3AAOOEOQU
Do not reply to unsolicited
emails (Spam).
By responding, you only
confirm that your email
address is active.

4 [



Computer Security Day

Guidelines

CERT-MU publishes Information
Security Guidelines to help and
guide wusers in adopting best
practices and implement them
whenever possible. The highlights
of some of the guidelines are as follows:

.

_{"} Guideline on Securing Cisco Routers

This guideline provides the technical guidance to help network
administration and security officers to improve the security of
their networks.

O

s Guideline on Information Security Policy

The purpose of the guideline is to provide users in developing
information security policies within their organisations.

{‘} Guideline on Social Networks

This guideline offers an insight into the risks associated with
the common social networking sites and gives details on the
precautions to take by both parents and children.

{‘} Guideline for Securing your Web browser

The guideline covers web browsers usage, the security risks
associated with them and the controls required to secure them.
This document helps to understand the features offered by
different web browsers, how they affect your web browser’s
functionality and security of your computer.

{“i Mobile Devices and Security Guideline

This guideline offers an insight into the risks associated with
mobile devices in use today and gives details on the
countermeasures available to minimise them.

_‘:\ﬁ_ Antivirus Best Practices

The guideline covers the basics on Anti virus software and its
best practices. It will help to have an overall understanding of

the subject and tips to safeguard against viruses.

The Guidelines can be downloaded on CERT-MU website.
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How to Protect from....

Phishing, also known as
carding or brand spoofing, is
a technique used to gain
personal information for
purposes of identity theft by
making use of fraudulent e-
mail messages that appear to
come from legitimate
businesses. These authentic-
looking messages are
designed to fool recipients
into divulging personal data

such as bank account
numbers, passwords, credit
card numbers and social security numbers.

Three main characteristics of Phishing are:

* [t always requires a user to visit a specifically prepared
website which is most of the time through a link that is
added in emails
The fake website looks like the real website
The goal of the attackers is to get the user to enter their
personal data

To protect from phishing, a user should be able to distinguish
between the original website and the phishing one by following
these steps:

*  Check the URL in the address bar. If it is a phishing site,
there will be spelling mistakes and the use of bad grammar
Look closely at the website. Does it look different?

If you are not sure whether it is the original website or not,
call the organisation and ask if they have sent this email.

However, if you are unable to differentiate if the website is a
phishing site, the guidelines below is recommended:

Beware of emails asking for confidential information
Do not provide sensitive information
Never use links on the email to connect to a website. It is
preferable to open another window and type the URL
directly in the address bar

*  Ifpossible, make use of a software to combat phishing

Infotech..ceeenneeeiiineeeeenneeeeeennnnns 24 - 27 November 2011

................... 30 November 2011
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Mauritian Computer Emergency Response Team (CERT-MU)

National Computer Board
7th Floor, Stratton Court

La Poudriere Street, Port Louis
Tel: 210 55 20
Fax: 208 0119

Website: www.cert-mu.org.mu
Incident Reporting
Hotline : 800 2378

Email: incident@cert-mu.gov.mu

Vulnerability Reporting
Email: vulnerability@cert-mu.gov.mu

For Queries
Email: info@cert-mu.gov.mu

Subscription to Mailing Lists
Email: subscribe@cert-mu.gov.mu



