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Unknown/Unsolicited contacts
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Using Email

Ensure you are addressing the right person prior to 
sending email
Beware of emails from unknown parties (unsolicited 
emails)
Do not open unsolicited emails
Do not click on links in unsolicited emails
Never respond to unsolicited emails e.g.   ‘You have won 
$1,000,000. Kindly send your bank details for crediting 
your account.’ These are scams also known as social 
engineering attacks

Nigerian Scam Foreign Lotteries
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Using Email

Precautions

Suspicious attachments must NOT be opened
e.g. Executable files (with .exe, .com, .bat, .reg extensions)

Regularly purge unnecessary emails (including emptying the ‘Deleted Items’ or 
‘Trash Can’ folder) to free storage space

Do not open/reply to spam messages

Avoid registering unnecessarily to mailing lists

Use properly configured & regularly updated spam filter, antivirus and 
antispyware software

Use firewall as well
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Filtering Junk Mails
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Spam Associated Threats

Viruses
Worms
Trojans
Spyware
Phishing

Spam provides a cover for the spreading of:
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Spam Associated Threats

Viruses 
Programs that can be attached to emails and are spread as files 
from individual to individual. Viruses are intentionally destructive

Worms
Self replicating computers programs, similar to computer viruses
however do not require other programs or documents to spread.  

Trojans
non-replicating malicious programs which appears harmless or 
even useful to the user but when executed harms the user’s 
system 

e.g of a trojan horse – “Waterfall.scr”
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Spam Associated Threats

Spyware
Programs installed on computers which record and send 

your personal information – includes marketing info( visited 
sites, lists of your software, your interests ,etc…)  

Phishing
attempt to fraudulently acquire sensitive information, such   
as password and financial information,  through email or an 
instant message
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Solutions

Spam Filters 
mail client filters (not adequate)

MS Outlook, Outlook Express…
ISP filters (not adequate)

Antivirus
AVG, Symantec, McAfee, F-Secure….

Antispyware

McAfee Antispyware module, S&D , Ad-Adaware
SE personal….
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Lottery – Social Engineering
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Lottery – Social Engineering

For security reasons, you are advised to keep your 
winning information confidential till your claims is 
processed and your money rem itted to you in 
whatever manner you deem fit to claim  your prize. 
You can go to our online result site to confirm  the 
value of your winnings and also get a prize 
breakdown:- 
www.national-lottery.co.uk/player/p/results/results.do 
http://www.lottery.merseyworld.com/ 
Goodluck from me and members of staff of the UK 
NATIONAL LOTTERY  

Beware of Phishing Attacks
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Phishing

Use of Email messages and Web 
pages that are replicas of existing 
sites to fool users into submitting: 

personal, 
financial or 
password data.

http://www.antiphishing.org/reports/apwg_report_september_october_2006.pdf
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Example of 
Phishing
Email

Raw IP Address
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MCB Internet Banking <online.alert@mcb.mu>
01/30/2007 10:00 PM To: xyz@domain.com
cc: 
Subject: Warning Message From Mauritius Commercial Bank Ltd

Account Trouble

We are contacting you to remind you that on 20.01.2007 our Account Review Team 
identified some unusual activity in your account. In accordance with The Mauritius 
Commercial Bank Ltd User Agreement and to ensure that your account has not been 
compromised, access to your
account was limited. Your account access will remain limited until this issue has been 
resolved please log in your account or click on the link bellow:
my account activity
---
Please do not reply to this automatically generated email message.

Example of Phishing Email

Beware of Phishing Attacks
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Phishing

Prevention
Don't give out personal information 

Ensure you are on the right website with the 
right web address 

Use anti-phishing software – IE7 and Mozilla
Firefox 2.0 includes a form of anti-phishing
technology
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Phishing

Prevention

Some website 
already offers 
password theft 
prevention 
mechanism 

Sign-in seal
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Sophistication of Attacks
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Conclusion

Avoid giving unnecessary information online (e.g. subscribing to a 
newsletter whereby your personal details are requested)

Be sure you are dealing with someone or a site that you know and trust 
before giving out personal information

Use regularly updated antivirus and antispyware software

Use client filters or ISPs based filters
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Thank You
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