The Extent OF The Spam Problem

The Intamational Telscommunication Unian (ITU) in 2004
astimated thal as much as 80% of all e-mail traffic was
spam, comparad to 35% In 2003, wilh sparmmers sending
hundreds of millions of messages per day.

The estimated costs of spam to the global economy are
approximataly LISS25 billion dollars per year,

The problam of spamming is alse besoining mere and
maore prevalent In Maurtius with most of the spams
afginaling fram overseas.

Seam Related Issues

Spam raises 8 number of different kinds of governance
issues.

* Casts To Consumers

Spam can be annoying or offensive to consumers and
imposes varous additional costs, espacially on individusls
who mccess the network through pay-peruss or low
bandwidth  connections, thereby hampering the
development of Intarmal access.
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Spam also imposes ificant costs on internel Sarvics

Providers {ISPs) ather network. operatars, since it
requires investment in a range of tools that are nesded to
counter spam, including anti-spam technologies (e.g. filtering
techneloglas), sener and Iunswiuion capa:lly hiran
resources, and anti-spam info operation,
and regulatory structures, This s a pcrtlculﬁrw impartant
concem in developing countriss.

+ Spreading of vireses and spyware

Spam provides a cover for spreading viruses, worms, frojans,
spywars, elc., which typically are sent as aftachmenls fo
e-mail messages, which may cause harm to individusl
consumers and user organizations, as well as o metwork
cperators and service providers.

* Invasion of Privacy

By routing their emails through "zombie® computers, the
spammers are able 1o hide the true origin of the spam from
consumers and make it more difficult for law enforcement to
tracs them. Consumers often ars nol awars thal they
themsalves, have been sending spam.
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+ Invasion of Privacy (Contd)

As well a5 causing inconvenience and reducing the utility
of the Internet for consumers and users, spam may violates
national law — a.g. if it constitules an invasion of privacy
(2.g. spyware) —and may bead o malicious atizcks on their
personal propery (s.g. vinuses).

Spammers may use softwars thal allows tham o hijack
consumers’ home computers and rowule spam through
them.

Hou ao | deatl uith sPam?

Interned users themselves should be aware of the problem
5o that they can adopt preventive measures,

Do's:

¥ Delete - without opening - all suspicious subject tilles
andlor e-mail addresses, often from persons or
cempanies you dom't recegnize or know directly.

¥ Ba careful when opening atachments. These can
contain viruses that activate the moment you open
them.

¥ Install a spam filter or subscribe lo one from your
internat sarvice provider

¥ Use mulliple e-mall addresses and give cut your main
e-mail address only to trusiworthy persons or
organisations,

¥ Install & good guality virus scanner and firswall and
keep them up to date. A poorly protected computer can
be abused via the Intermet, In this way you can become
the sender of large amounis of spam without even
knawing it

+ It confidential infarmation is being asked in an e-mail
thal appears te come from your bank or Credd Card
Company (for example yeur bank account number or
login code), check by phone If this request fs trutly
coming fram them, as these kinds of mquines are
highly uncamman.



