Spam can be defined as unsolicited communications sent
i bulk over an electronic media such as e-mail, mobile
{SME, MMS) and instant messaging services, usually with
the objective of marketing products or senvices,

It is to ba noled that thers is not a8 universal definition for
spam and the above is based on the Australian and
Europ=aan Union definitions,

In general, spam messages tend to fall into the following
calegores: ;
[ Unsalicited commercial advertising;

= Pomography;

=l Sgams or frawd;

=] Propaganda; and

=1 Chain lettars.

The Extent OF The Seam Problem

The intemational Telscommunication Union (ITU} in 2004
eslimated thal as much as 80% of all e<mail trafiic was
sparn, comparad 1o 35% In 2003, wilh spammers sending
hurdreds of milllons of messages per day

The sstimated costs of spam to the global sconcmy are
approximately USSZ5 billion dollars par year,

The problam of spamming is also becoming more and
mane pravalent In Mauntius with most of the spams
ofginating from cverseas.

SrFam Related Issues

Spam ralses a8 number of differant kinds of governance
PESLIEE.

* Coaty 1o Consmmers

Spam can be annoying or offensive o consumers and
imposss vanaus additional cosls, espacially an individuals
wino acoess the nalwork through pay-per-use or low
bandwidth  conneclions, theraby  hampenng the
development of Inlarmsl access.

& Overhéads for Businesses

Spam imposes significant costs on organizations in the
private, public and non-profit seclors, whose employess may
spand substantial amounts of work Ume sorling through
emall messages to deferming which are legitimately related
ta their work, and in delsting the reat.

* Phishing dad Froud

Spam also provides a cover for other forms of cyber crime,
such as identity theft through “phishing” and cther forms of
onlina fraud, which cause harm to individual censumears and
impose cosls on corporations (e.g. in the financial sarvices
sactor), and governmeant agencies (2.9, that issue licences),

# Addingnal Coxiy T I8Py

Spam alse imposes significant costs on Internel Sanice
Providers (ISPs) and other network operators, since: it
requires investiment ina range of toods that are nesded to
countar spam, including anti-spam technologies (e.g. fillering
technologias), server and ransmission capacity, human
resources, and anti-spam information sharing, cooperation,
and regulatory siructures, This is a pariculary important
concarm in developing countriss,

$ Spreading of virused and spywine
Spam provides a cover for spreading viruses, worms, frojans,
spyware, 2o, which typically ara sent as attachmenls o
e-mall messages, which may cause harm lo individual
consumers and user orgamizations, as weall as lo network
cperators and sarvice providars

* hvasion of Priviey

By routing their emails through “zombie® computers, the
spammers are abde 1o hide the frue angin of the spam from
consumers and make it more difficulf for |law enforcemsant o
trace them. Consumears offen are nol awars that they
themsalves, have been sending spam.

stor SPam

* Invasion of Privacy (Conid)

Az well 3 causing inconvenience and reducing the wliliby
of the Internet for consumears and users, spam may violate
natiomal lew — 2.9, if it constitutes an imvasion of privacy
(2.g9. spywiare) — and may kead o malicicus atizcks on their
personal properly {g.9. vinusas).

Spammers may use software lhal allows them to hijack
consumears’ home compufars and rowls spam through
them.

Houw oo | deatl udth seame

Internet users themselves should be aware of the problem
so that they can adopt preventive measures,

Dica's:

¥ Delete - without opening - all suspicious subject titles
andfor e-mail addresses, often from persons o
companies yvou don recognize or know direcily.

v Be careful when opening sttachments. These can
contaim viruses that actvate the momsent you open
them.

“ Install a sparm filter o subscriba to one from your
Internel sarvice provider

¥ Lise muliple e-mail addresses and give out your main
e-mail address only o frusiworthy persons or
organisations.

¥ Install & good guality virus scanner and firewall and
keep them up to date. A paory protected computer can
b= abused via the Infemst, In this way you can become
the sender of large amounis of spam without even
kronwing it

¥ I confidential infarmation is belng asked in an a-mail
thal appears o come from vour bank or Credit Card
Company (for axample yvour bank account number of
login code), check by phone if this reguest s truby
coming fram them, as these kinds of inquines are
highly uncammeon.



